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#039 
Developing Fraud Prevention Strategies to Maintain IMFI 
Financial Performance 

 
Yuli Indah Sari 1, Widiyanto bin Mislan Cokrohadisumarto 2 
Faculty of Economic UNISSULA Semarang 

 
Abstract. The sharia label cannot guarantee an institution can be free from fraud 
including the Islamic Microfinance Institution (IMFI). Though IMFI has become part of 
the da'wah about the Islamic economy and usury-free service providers for the 
community. Therefore, taking efforts to prevent fraud to preserve IMFI is very important. 
This paper offers a new model of fraud prevention through strengthening internal control 
systems (ICS), selective HR recruitment processes, and developing Islamic human 
capital (IHCD) to maintain IMFI's financial performance. In addition to strengthening the 
control system, prevention efforts have now shifted towards human development. The 
Islamic values approach to human development will form superior HR with Faith 
(devotion to Allah), knowledge (knowledge of risk management), and good behavior 
(Akhlak). 
 
Keywords: IMFI, Fraud Prevention, Internal Control System, Islamic Human Capital 
Development 

 

  



1. Introduction 

Muslims in Indonesia have done a lot of initiations and encouraged various institutions to 

meet the needs of the community from various sectors. In this regard, currently, there are 

many Islamic Microfinance Institutions (IMFI) present to fill space in the economic sector. 

IMFI was established as an effort to provide financial services based on Islamic principles for 

the micro-community while also helping alleviate poverty that occurred 1. Besides being an 

effort to provide usury-free services for society, IMFI is present as part of efforts to expand 

da'wah regarding the Islamic economy. Maintaining the sustainability of IMFI is a concrete 

step to contribute to economic improvement, especially the improvement of the lower classes 

of society (less able). IMFI's sustainability can be maintained by increasing the financial 

performance of the institution 2. Although in its implementation, there are often obstacles 

and problems that must be faced. 

The problem of fraud in financial institutions is still one of the factors that caused the 

crisis in these institutions 3. Fraud contributes to an increase in bad loans (NPF) in financial 

institutions and negatively impacts the sustainability of MFIs 4]. A more serious impact is 

that fraud can cause financial losses to an institution 5. Furthermore, many cases of fraud 

that occurred at Islamic financial institutions including IMFI in Indonesia 6; 7; 8; 9. 

The Indonesian Criminal Statistics Report related to fraud, embezzlement and corruption cases 

stated that 43,852 cases occurred in 2018 which were handled by the National Police 

Headquarters 10. While other data from the Association of Certified Fraud Examiners 

(ACFE) states that corruption ranks highest as a type of fraud that harms institutions in 

addition to misuse of assets and fraud on financial statements 11]. Regarding the IMFI sharia 

label, it cannot guarantee that an institution can be free from fraud. Although IMFI has 

become part of the da'wah about the Islamic economy and usury-free service providers to the 

community. Fraud is predicted to still occur at IMFI and requires further treatment 12. 

In response to this, previous studies have suggested that future studies focus more on 

prevention measures to reduce the level of opportunity for fraud that occurs 13; investigation 

and detection strategies for fraud in an organization using a qualitative approach 14; 15. 

The qualitative approach is intended to obtain deeper study results, especially regarding 

effective preventive measures that must be implemented. Furthermore, the organization's 

reasons for focusing more on prevention rather than mitigation include: Mitigation is intended 

to overcome the consequences of the risks that have already occurred; while prevention is 

intended to reduce or eliminate the possibility of the risk (root cause) 16.  

Several previous studies, illustrating fraud prevention on IMFI can be done through a 

combination of risk management with customer relationship management 17 ; emphasis on 

integrity and ethics, human resource policies, performance reviews, account reconciliation  

18; 19; strengthening internal controls for reconciliation, financial governance, and budget 

reporting 20; and Islamic Corporate Governance 21. However, the above studies are still 

limited to strengthening internal control and supervision systems. Supposedly, the prevention 

of fraud can also be started from the selection of HR candidates who are then developed and 

fostered akhlak (behavior and morality) and productivity. 

The results of the study found that HR who has good morality and ethics will positively 

influence the internal control system for fraud prevention on HR 22. In addition to 

strengthening the system, previous research also suggested involving a holistic approach 23. 

Another quite important thing, namely increasing HR awareness through fraud management 

training as a step of prevention will negatively impact fraud 24. Related to fraud prevention, 

other findings have proven the positive influence of religious and spiritual relevance on fraud 

prevention 25]. This means, currently prevention of fraud has begun to shift from 

strengthening the internal system towards human development. Previous studies show further 

results on the development of disciplined HR can play a pro-active role in instilling ethics and 

values throughout the organizational architecture and HR 26]. Since IMFI implements 

Islamic principles in its activities, the development of Islamic human capital is considered to 

be very suitable to be a part of fraud prevention. Islam condemns and forbids Muslims to 

commit deviant actions including fraud (QS: 83; 1-3). Thus, incorporating Islamic values in 



 

 

 

 

human capital helps organizations to form superior HR with Faith (devotion to Allah), 

knowledge (adequate knowledge and skills), and good behavior (Akhlak). 

Noting the importance of the above, this paper highlights a combination of internal 

control systems (ICS), selective recruitment processes, and the development of Islamic human 

capital (IHCD) as a step towards preventing fraud to maintain IMFI's financial performance. 

This paper offers a new strategy that is presented through a model obtained from various 

previous literature studies. 

2. Literature Review 

 

2.1. IMFI Financial Performance 

Financial performance is the ability of an MFI to cover a series of expenses with income 

earned and finance its growth 27. Financial performance for achieving IMFI sustainability is 

defined as the ability to maintain the operational activities of the institution to match the 

financial feasibility ratio 28; 29. MFI's current financial performance aims to offer a large 

program that is profitable, fully independent when faced with competition from other private 

sector banking institutions 30. Financial performance is related to meeting long-term 

operational and financial costs 31. Based on the discussion above, it can be concluded that 

the financial performance of IMFI is IMFI's ability to get profits, meet operational costs and 

growth through various programs to match the financial feasibility ratio as well as to support 

the institution's social performance. 

According to some researchers, financial performance can be seen through several 

indicators including 32; 33; 34; 35; Return on Assets (ROA), Return on Equity (ROE), 

IMFI profitability, cash flow ratio, financial self-sufficiency, operational self-sufficiency, 

social outreach, and Non-Performing Financing (NPF). Improved financial performance can 

help the sustainability of IMFI 36]. Adequate financial performance encourages productive 

operational activities and is the best way to achieve social performance in IMFI 37. 

 

2.2. Fraud Prevention and Financial Performance 

Fraud is an intentional deviation from financial statements or other records by internal or 

external people of an organization, which is carried out to hide misuse of assets or profits 38. 

Fraud is described as human intelligence or someone can plan to benefit through the wrong 

way 39.  

Fraud that occurred in MFI according to some research 40; 41 can be in the form of 

unauthorized loans without interest costs; fraudulent account opening involving deposits and 

subsequent disbursement of fraudulent checks; cash theft/money theft; collision in issuing 

loans; manipulation of financial data; write off inappropriate loans; ghost loans; kickbacks. 

Fraud can be grouped into three clarifications: corruption, misuse of assets, and fraudulent 

financial statements 42. 

Previous literature shows that fraud can be minimized through the use of fraud 

prevention and detection mechanisms 43. Thus, fraud prevention is described as the main 

control measure that can be taken before fraud occurs and this mechanism is more cost-

effective in combating fraud than fraud detection mechanism 44. Fraud prevention measures 

to reduce opportunities that are directed at very specific forms of crime, involve management, 

design, or manipulation of the immediate environment systematically and permanently, and 

make crime more difficult to commit 45. Based on this description, it can be concluded that 

fraud prevention is the main control measures before fraud occurs by involving systematic and 

permanent management. 

The results of the study found that fraud harms financial performance 46. Whereas 

good fraud risk management can improve the performance of financial institutions 47. 

According to previous researchers, prevention as part of risk management can help improve 

the financial performance of an institution 48. So that, it can be concluded that the 

prevention of fraud is important to assist the development of IMFI's financial performance in 

the future. 

 

 

 

 



 

 

 

 

2.3. The Fraud Triangle and Fraud Prevention 

This research begins with the fraud triangle theory proposed by Cressey in 1995 that the 

reasons behind the occurrence of fraud are the factors of pressure, opportunity, and 

rationalization. Pressure factors can be caused due to greed, the desire for a good life, and 

unexpected financial needs 49. The opportunity factor occurs because the perpetrator sees a 

gap and a way for the organization to do that while the rationalization factor is related to the 

justification of fraud behavior because the perpetrator has no personal reason 50. 

 Pressure and rationalization factors originate from psychological conditions that 

encourage cheating behavior 51. Thus, it is recommended to take an Islamic approach 

(religiosity) to improve the morals and ethics of HR to avoid prohibited acts 52. Another 

study found that religiosity knowledge and spiritual aspects of HR triggered the development 

of fraud prevention 53. Also, increasing the ability regarding risk management (in this case 

fraud) of HR is very important 54. Furthermore, other researchers also found that 

improvements in the aspects of pressure, rationalization, and opportunity would create 

improvements in fraud prevention systems 55]. The conclusion of the discussion means that 

the pressure and rationalization factors originate from within the actors themselves while the 

opportunity factor occurs because of the organizational system that supports it. Thus, fraud 

prevention can be started by strengthening the internal control system to reduce the 

opportunity factor and the development of Islamic human capital to anticipate the pressure and 

rationalization factors.  

 

2.4. Internal Control System (ICS) for Fraud Prevention 

Internal control systems have always been part of fraud prevention. Internal control is a 

process designed to provide reasonable assurance that management achieves the effectiveness 

and efficiency of operations, reliability of financial reporting, and compliance with applicable 

laws and regulations 56. The internal control system refers to all policies and procedures 

adopted by the organization's managers to help ensure, to the extent practicable, orderly and 

efficient behavior of its business 57. The essence of internal control, policies and procedures 

are to manage risks before they occur (preventive controls) and measure the extent to which 

risks have occurred (detective control) 58. Based on this discussion, it can be concluded that 

the internal control system is all processes, policies, and procedures taken to manage risks 

before they occur (preventive controls) and measure the extent of the risks that have occurred 

(detective control). 

Monitoring reconciliation reports, financial management, budget reporting are forms of 

the internal control system 59. Whereas the development of Islamic environmental controls 

is part of the internal control system to enhance morality and reduce the potential for fraud  

60. Other internal control system factors such as Development Policies and Procedures and 

Manual Review, Management Information Systems Software, regulations 61. Then from the 

description, it can be concluded that the internal control system in the framework of 

prevention is related to the development of Islamic environmental controls; SOP; legal 

regulations; technology; and supervision or monitoring of financial statements. 

Previous research found that the internal control system had a positive influence on fraud 

prevention 62. Internal control systems, SOPs, and organizational culture can improve 

financial performance and become part of fraud prevention 63. The results of another study 

found that fraud risk management consisting of a fraud reporting system, internal control, the 

use of ICT, and good HR management proved to have a significant role in improving the 

financial performance of an organization 64. 

 

2.5. A Selective and Islamic Recruitment Process 

The HR recruitment process is the earliest step to prevent fraud. HR has a vital role in 

operating an organization's activities. When organizations choose HR that has the potential to 

commit fraud, it will bring harm to the organization in the future. Therefore, the selection or 

recruitment process must be done more seriously to choose the right HR candidates. The 

Islamic values must be consciously included to be one of the considerations in determining the 

new HR requirements.  

In general, the recruitment process must satisfy both parties, namely the organization as 

an employer and potential employees. The important thing revealed in the previous study was 

regarding vital abilities (competencies) in choosing new HR for the organization. To prevent 

fraud, from the beginning of the recruitment process, the employer is required to be fair and 



 

 

 

 

avoid all forms of fraud 65. Thus, previous researchers suggested using a technology system 

in the recruitment process to prevent HR employers from accepting bribes from new HR 

candidates 66. While the selected HR must meet the requirements required by the employer 

organization. The Qur'an guides the process of recruiting and selecting prospective employees, 

including abilities, knowledge, specialization, experience, personal abilities, potential, 

character, perseverance, and compliance with organizational rules and religious law. Islam 

emphasizes that prospective employees are chosen based on achievement and competence, not 

influenced by friendship, blood relations, kinship, age, wealth, race or political power 67. 

The researcher previously mentioned 12 activities in the recruitment process carried out 

by the organization including 68: 1) identification of recruitment needs; 2) job descriptions 

and specifications; 3) consideration of possible alternatives; 4) selection of job features to be 

used in employee sourcing and selection; 5) identification of potential candidate sources; 6) 

choice of methods for recruitment; 7) choice of information to be collected from candidates; 

8) formulation of job offers; 9) publication of job offers; 10) gathering information about 

applicants and working with them; 11) initial selection of candidates based on information 

submitted; 12) design a list of candidates to be invited to the selection process. While other 

researchers mentioned 7 activities in the recruitment process of new HR candidates 69: 

choice of recruitment methods; choice of documents required from applicants; formulation of 

job offers; publication of offers; pre-selection; list of candidates to be invited to the selection 

process; evaluation of recruitment effectiveness. 

When there is employee recruitment, the organization will not arbitrarily choose people 

who can occupy the necessary positions. An organization must get people who are decent and 

competent in their fields, with the hope that the individuals who have been selected will be 

able to do a good job under the work that has been assigned  70. HR Management is a set of 

management practices used in the recruitment process to ensure higher performance and 

contribute to the achievement of organizational goals 71. 

 

2.6. Islamic Human Capital Development (IHCD) for Fraud Prevention 

Human capital is described as a set of attitudes, competencies, skills, knowledge, and 

innovation possessed by HR 72. Human capital is the knowledge and skills that people 

acquire during education and training, and this capital is the result of the deliberate investment 

that produces a return 73. Islam, not only proves humans with a comprehensive education 

syllabus but also guides and educates them through systematic worship activities. From there, 

their social-psychological network will emerge to help them develop in maintaining moral and 

ethical practices in achieving organizational performance 74. 

Human capital development is to improve the skills and competencies of people by 

investing in them such as providing training, education and good human resource management 

75. Human capital development is based on developing one's traits, intelligence, the 

fulfillment of work energy, positive attitude, reliability and commitment, learning ability, 

imagination, and creativity 76. Previous studies reveal that in an Islamic perspective, human 

capital development can be defined as the process of expanding the reach of purification and 

spiritual power along with physical development and economic capability 77. Based on the 

explanation above, it can be concluded that IHCD is the development of HR quality through 

certain policies while strengthening moral and ethical practices by Islamic teachings to reach 

the blessings of Allah SWT. 

The Islamic goal of developing human capital is to improve human capabilities and skills 

so that they can provide better services for the community to achieve the ultimate goal of 

humans who fulfill the maintenance obligations on this earth and worship Allah SWT 78. 

Furthermore, Islam is very concerned about individual mental strength and spiritual well-

being 79. HR should not only have the right professional qualifications but perhaps, more 

importantly, have strong knowledge and a strong commitment to the basic teachings and 

principles of Islam 80. Thus, the output produced in the development of human capital in 

organizations is an increase in spiritual faith, knowledge (both competency and skill), and 

charity (reflected in good character or akhlak). 

Some researchers describe the development of IHCD into several factors including 81; 

82: 

a) Islamic training and development in Islam include intellectual, moral, spiritual, physical 

development. There are three concepts contained in Islamic training, namely Etqan (self-

improvement awareness to provide better performance), Al-Falah (willingness to be 



 

 

 

 

professional), and Ihsan (business and spiritual obligations must be balanced with each 

other).. 

b) Islamic career development is based on fairness and is the responsibility of employers to 

facilitate their HR. Allah is very harsh in His punishment related to the practice of Islamic 

human resources (QS: 8; 25). Besides, HR also plays an important role in developing their 

careers. 

c) Islamic performance management, related to the fair and honest evaluation of HR 

performance results to improve performance in the next period. 

d) Islamic compensation, Islam emphasizes that compensation offered to employees must be 

reasonable and adequate. Islam instructs that compensation must be determined based on 

mutual agreement and deliberation (QS: 3; 159). 

While other studies add to the development of knowledge about Islam, ethical and moral 

development (teaching the meaning of Amanah to avoid criminal behavior), and developing 

physical endurance 83. Based on the description above, the IHCD aspect as a prevention 

aspect relates to Islamic training (regarding fraud risk management); Islamic career 

development; Islamic performance management; Islamic compensation; developing 

knowledge about Islam; ethical and moral development; develop physical endurance. 

In addition to developing abilities and skills, IHCD exists to improve HR ethics and 

morality, especially in terms of awareness to avoid all forms of cheating. The better the 

quality of HR owned by the institution, the prevention system against fraud will also be better 

84. Another study found that anti-fraud awareness of HR became part of fraud prevention  

85. Good staff management (HR) is a part of risk management that can have a positive 

impact on financial performance 86. So that in the context of fraud prevention, IHCD has a 

role in improving HR capabilities and skills (knowledge, especially understanding of the 

dangers of fraud), obedience to the commands of Allah SWT (faith), and morality and HR 

ethics (akhlak). 

 

3. Proposed Fraud Prevention Model 
 

This paper offers a model of fraud prevention through a combination of Internal Control 

Systems (ICS), selective recruitment processes, and Islamic Human Capital Development 

(IHCD) in order to maintain IMFI's financial performance. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Fig 1. Fraud Prevention Model of Islamic Microfinance Institution (IMFI).  
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In order to maintain IMFI's financial performance, it can be done through strengthening internal 

control systems, selective recruitment processes, and developing Islamic human capital as part of 

prevention aspects. 

 
 

 

4. Conclusion and Future Research 

Fraud prevention at IMFIs can be done in three ways simultaneously, namely by 

strengthening the internal control system, carrying out a selective recruitment process for new 

human resources, and developing human resources in an Islamic way. A strict control system 

will reduce the chances of fraud and at the same time increase the morality of human 

resources to be able to avoid fraudulent behaviour. The selective recruitment process is aimed 

at getting the right human resources, that is, having high work skills and noble morals that are 

not lured by fraud. Furthermore, the development of Islamic human capital is aimed at 

following up the HR recruitment process that has been carried out and reducing the pressure 

and rationalization that are the reasons for fraud and producing HR with strong adherence to 

Allah, improving knowledge, skills in risk management, and moral (reflected in improved 

behaviour). The simultaneous combination of these three aspects in the future will be a fence 

for IMFIs in limiting and preventing fraud from both sides, namely the control system and HR 

sides. Thus, the output produced through this combination is IMFI's financial performance 

sustainable. For future research, exploring the role of a combination of these two aspects is 

needed. 
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