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Welcome Message of CISIS-2021 International
Conference Organizers

Welcome to the 15th International Conference on Complex, Intelligent and
Software Intensive Systems (CISIS-2021), which will be held from July 1 to July 3,
2021, at Soon Chun Hyang (SCH) University, Asan, Korea, in conjunction with the
15th International Conference on Innovative Mobile and Internet Services in
Ubiquitous Computing (IMIS-2021).

The aim of the conference is to deliver a platform of scientific interaction
between the three interwoven challenging areas of research and development of
future ICT-enabled applications: software intensive systems, complex systems and
intelligent systems.

Software intensive systems are systems, which heavily interact with other sys-
tems, sensors, actuators, devices, other software systems and users. More and more
domains are involved with software intensive systems, e.g., automotive, telecom-
munication systems, embedded systems in general, industrial automation systems
and business applications. Moreover, the outcome of web services delivers a new
platform for enabling software intensive systems. The conference is thus focused on
tools, practically relevant and theoretical foundations for engineering software
intensive systems.

Complex systems research is focused on the overall understanding of systems
rather than its components. Complex systems are very much characterized by the
changing environments in which they act by their multiple internal and external
interactions. They evolve and adapt through internal and external dynamic
interactions.

The development of intelligent systems and agents, which is each time more
characterized by the use of ontologies and their logical foundations, builds a fruitful
impulse for both software intensive systems and complex systems. Recent research
in the field of intelligent systems, robotics, neuroscience, artificial intelligence and
cognitive sciences is a very important factor for the future development and
innovation of software intensive and complex systems.
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The CISIS-2021 is aiming at delivering a forum for in-depth scientific discus-
sions among the three communities. The papers included in the proceedings cover
all aspects of theory, design and application of complex systems, intelligent systems
and software intensive systems.

We are very proud and honored to have two distinguished keynote talks by Dr.
Jayh (Hyunhee) Park, Myongji University, Korea, and Dr. Antonio Esposito,
University of Campania “Luigi Vanvitelli”, Italy, who will present their recent work
and will give new insights and ideas to the conference participants.

The organization of an international conference requires the support and help of
many people. A lot of people have helped and worked hard to produce a successful
CISIS-2021 technical program and conference proceedings. First, we would like to
thank all the authors for submitting their papers, the program committee members
and the reviewers who carried out the most difficult work by carefully evaluating
the submitted papers. We are grateful to Honorary Co-Chairs Kyoil Suh, Soon
Chun Hyang (SCH) University, Korea, and Prof. Makoto Takizawa, Hosei
University, Japan, for their guidance and advices.

Finally, we would like to thank Web Administrator Co-Chairs for their excellent
and timely work.

We hope you will enjoy the conference proceedings.

vi Welcome Message of CISIS-2021 International Conference Organizers



Organization

CISIS-2021 Organizing Committee

Honorary Co-chairs
Kyoil Suh Soonchunhyang University, Korea
Makoto Takizawa Hosei University, Japan

General Co-chairs
Kangbin Yim Soonchunhyang University, Korea
Tomoya Enokido Rissho University, Japan
Marek Ogiela AGH University of Technology, Poland

Program Committee Co-chairs
Jonghyouk Lee Sejong University, Korea
Antonio Esposito University of Campania “Luigi Vanvitelli”, Italy
Omar Hussain University of New South Wales, Australia

International Advisory Board
David Taniar Monash University, Australia
Minoru Uehara Toyo University, Japan
Arjan Durresi IUPUI, USA
Beniamino Di Martino University of Campania “L. Vanvitelli”, Italy

Award Co-chairs
Akio Koyama Yamagata University, Japan
Kin Fun Li University of Victoria, Canada
Kiwoong Park Sejong University, Korea
Olivier Terzo LINKS Foundation, Italy

vii



International Liaison Co-chairs
Wenny Rahayu La Trobe University, Australia
Fumiaki Sato Toho University, Japan
Flora Amato University of Naples Frederico II, Italy

Publicity Co-chairs
Nadeem Javaid COMSATS University Islamabad, Pakistan
Takahiro Uchiya Nagoya Institute of Technology, Japan
Markus Aleksy ABB AG Corporate Research Center, Germany
Farookh Hussain University of Technology Sydney, Australia

Finance Chair
Makoto Ikeda Fukuoka Institute of Technology, Japan

Local Arrangement Co-chairs
Seongkeun Park Soonchunhyang University, Korea
Kyuhaeng Lee Soonchunhyang University, Korea
Taeyoon Kim Soonchunhyang University, Korea

Web Administrator Chairs
Phudit Ampririt Fukuoka Institute of Technology, Japan
Kevin Bylykbashi Fukuoka Institute of Technology, Japan
Ermioni Qafzezi Fukuoka Institute of Technology, Japan

Steering Committee Chair
Leonard Barolli Fukuoka Institute of Technology, Japan

Track Areas and PC Members

1. Database and Data Mining Applications

Track Co-chairs

Kin Fun Li University of Victoria, Canada
Pavel Krömer Technical University of Ostrava, Czech Republic

PC Members

Antonio Attanasio Links Foundation, Italy
Tibebe Beshah Addis Ababa University, Etiopia

viii Organization



Jana Heckenbergerova University of Pardubice, Czech Republic
Konrad Jackowski Wroclaw University of Technology, Poland
Petr Musílek University of Alberta, Canada
Aleš Zamuda University of Maribor, Slovenia
Genoveva Vargas-Solar French Council of Scientific Research,

LIG-LAFMIA, France
Xiaolan Sha Sky, UK
Kosuke Takano Kanagawa Institute of Technology, Japan
Masahiro Ito Toshiba Lab, Japan
Watheq ElKharashi Ain Shams University, Egypt
Mohamed Elhaddad University of Victoria, Canada
Wei Lu Keene State College, USA

2. Artificial Intelligence and Bio-inspired Computing

Track Co-chairs

Hai Dong Royal Melbourne Institute of Technology,
Australia

Salvatore Vitabile University of Palermo, Italy
Urszula Ogiela Pedagogical University of Krakow, Poland

PC Members

Kit Yan Chan Curtin University, Australia
Shang-Pin Ma National Taiwan Ocean University, Taiwan
Pengcheng Zhang Hohai University, China
Le Sun Nanjing University of Information Science

and Technology, China
Sajib Mistry Curtin University, Australia
Klodiana Goga Istituto Superiore Mario Boella, Italy
Vincenzo Conti University of Enna Kore, Italy
Minoru Uehara Toyo University, Japan
Philip Moore Lanzhou University, China
Mauro Migliardi University of Padua, Italy
Dario Bonino CHILI, Italy
Andrea Tettamanzi University of Nice, France
Cornelius Weber Hamburg University, Germany
Tim Niesen German Research Center for Artificial

Intelligence (DFKI), Germany
Rocco Raso German Research Center for Artificial

Intelligence (DFKI), Germany
Fulvio Corno Politecnico di Torino, Italy

Organization ix



3. Multimedia Systems and Virtual Reality

Track Co-chairs

Yoshinari Nomura Okayama University, Japan
Santi Caballé Open University of Catalonia, Spain
Shinji Sugawara Chiba Institute of Technology, Japan

PC Members

Shunsuke Mihara Lockon Inc., Japan
Shunsuke Oshima Kumamoto National College of Technology,

Japan
Yuuichi Teranishi NICT, Japan
Kazunori Ueda Kochi University of Technology, Japan
Hideaki Yanagisawa National Institute of Technology, Tokuyama

College, Japan
Kaoru Sugita Fukuoka Institute of Technology, Japan
Keita Matsuo Fukuoka Institute of Technology, Japan
Santi Caballé Open University of Catalonia, Spain
Nobuo Funabiki Okayama University, Japan
Yoshihiro Okada Kyushu University, Japan
Tomoyuki Ishida Fukuoka Institute of Technology, Japan
Nicola Capuano University of Basilicata, Italy
Jordi Conesa Universitat Oberta de Catalunya, Spain
Farzin Asadi Kocaeli University, Kocaeli, Turkey
David Gañan Universitat Oberta de Catalunya, Spain
Le Hoang Son Vietnam National University, Vietnam
Jorge Miguel Grupo San Valero, Spain
David Newell Bournemouth University, UK

4. Next Generation Wireless Networks

Track Co-chairs

Marek Bolanowski Rzeszow University of Technology, Poland
Andrzej Paszkowski Rzeszow University of Technology, Poland
Sriram Chellappan Missouri University of Science and Technology,

USA

PC Members

Yunfei Chen University of Warwick, UK
Elis Kulla Okayama University of Science, Japan
Admir Barolli Aleksander Moisiu University, Albania
Makoto Ikeda Fukuoka Institute of Technology, Japan
Keita Matsuo Fukuoka Institute of Technology, Japan
Shinji Sakamoto Seikei University, Japan

x Organization



Omer Wagar University of Engineering & Technology, Poland
Zhibin Xie Jiangsu University of Science and Technology,

China
Jun Wang Nanjing University of Post and

Telecommunication, China
Vamsi Paruchuri University of Central Arkansas, USA
Arjan Durresi IUPUI, USA
Bhed Bista Iwate Prefectural University, Japan
Tadeusz Czachórski Polish Academy of Sciences, Poland

5. Semantic Web and Web Services

Track Co-chairs

Antonio Messina Istituto di Calcolo e Reti ad Alte
Prestazione CNR, Italy

Ilona Bluemke Warsaw University of Technology, Poland
Natalia Kryvinska Comenius University in Bratislava, Slovakia

PC Members

Alba Amato Italian National Recserch Center (CNR), Italy
Nik Bessis Edge Hill University, UK
Robert Bestak Czech Technical University in Prague,

Czech Republic
Ivan Demydov Lviv Polytechnic National University, Ukraine
Marouane El Mabrouk Abdelmalek Essaadi University, Morocco
Corinna Engelhardt-Nowitzki University of Apllied Sciences, Austria
Michal Gregus Comenius University in Bratislava, Slovakia
Jozef Juhar Technical University of Košice, Slovakia
Nikolay Kazantsev National Research University, Russia
Manuele Kirsch Pinheiro Université Paris 1 Panthéon Sorbonne, France
Cristian Lai CRS4 Center for Advanced Studies, Italy
Michele Melchiori University of Brescia, Italy
Giovanni Merlino Uniersity of Messina, Italy
Kamal Bashah Nor Shahniza Universiti Teknologi MARA, Malaysia
Eric Pardede La Trobe University, Australia
Aneta Poniszewska-Maranda Lodz University of Technology, Poland
Pethuru Raj IBM Global Cloud Center of Excellence, India
Jose Luis Vazquez Avila University of Quintana Roo, México
Salvatore Venticinque University of Campania “Luigi Vanvitelli”, Italy
Anna Derezinska Warsaw University of Technology, Poland

Organization xi



6. Security and Trusted Computing

Track Co-chairs

Hiroaki Kikuchi Meiji University, Japan
Omar Khadeer Hussain University of New South Wales (UNSW)

Canberra, Australia
Lidia Fotia University of Calabria, Italy

PC Members

Saqib Ali Sultan Qaboos University, Oman
Zia Rehman COMSATS University Islamabad, Pakistan
Morteza Saberi University of New South Wales (UNSW)

Canberra, Australia
Sazia Parvin University of New South Wales (UNSW)

Canberra, Australia
Farookh Hussain University of Technology Sydney, Australia
Walayat Hussain University of Technology Sydney, Australia
Sabu Thampi Indian Institute of Information Technology and

Management - Kerala (IIITM-K) Technopark
Campus, India

Sun Jingtao National Institute of Informatics, Japan
Anitta Patience Namanya University of Bradford, UK
Smita Rai Uttarakhand Board of Technical Education

Roorkee, India
Abhishek Saxena American Tower Corporation Limited, India
Ilias K. Savvas University of Thessaly, Greece
Fabrizio Messina University of Catania, Italy
Domenico Rosaci University Mediterranea of Reggio Calabria, Italy
Alessandra De Benedictis University of Naples “Frederico II”, Italy

7. HPC and Cloud Computing Services and Orchestration Tools

Track Co-chairs

Olivier Terzo Links Foundation, Italy
Jan Martinovič IT4Innovations National Supercomputing Center,

VSB Technical University of Ostrava,
Czech Republic

Jose Luis Vazquez-Poletti Universidad Complutense de Madrid, Spain

PC Members

Alberto Scionti Links Foundation, Italy
Antonio Attanasio Links Foundation, Italy
Jan Platos VŠB-Technical University of Ostrava,

Czech Republic

xii Organization



Rustem Dautov Kazan Federal University, Russia
Giovanni Merlino University of Messina, Italy
Francesco Longo University of Messina, Italy
Dario Bruneo University of Messina, Italy
Nik Bessis Edge Hill University, UK
MingXue Wang Ericsson, Ireland
Luciano Gaido Istituto Nazionale di Fisica Nucleare (INFN),

Italy
Giacinto Donvito Istituto Nazionale di Fisica Nucleare (INFN),

Italy
Andrea Tosatto Open-Xchange, Germany
Mario Cannataro University “Magna Græcia” of Catanzaro, Italy
Agustin C. Caminero Universidad Nacional de Educación a Distancia,

Spain
Dana Petcu West University of Timisoara, Romania
Marcin Paprzycki Systems Research Institute, Polish Academy

of Sciences, Poland
Rafael Tolosana Universidad de Zaragoza, Spain

8. Parallel, Distributed and Multicore Computing

Track Co-chairs

Eduardo Alchieri University of Brasilia, Brazil
Valentina Casola University of Naples “Federico II”, Italy
Lidia Ogiela Pedagogical University of Krakow, Poland

PC Members

Aldelir Luiz Catarinense Federal Institute, Brazil
Edson Tavares Federal University of Technology—Parana,

Brazil
Fernando Dotti Pontificia Universidade Catolica do Rio Grande

do Sul, Brazil
Hylson Neto Catarinense Federal Institute, Brazil
Jacir Bordim University of Brasilia, Brazil
Lasaro Camargos Federal University of Uberlandia, Brazil
Luiz Rodrigues Western Parana State University, Brazil
Marcos Caetano University of Brasilia, Brazil
Flora Amato University of Naples “Federico II”, Italy
Urszula Ogiela Pedagogical University of Krakow, Poland

Organization xiii



9. Energy Aware Computing and Systems

Track Co-chairs

Muzammil Behzad University of Oulu, Finland
Zahoor Ali Khan Higher Colleges of Technology,

United Arab Emirates

PC Members

Naveed Ilyas Gwangju Institute of Science and Technology,
South Korea

Muhammad Sharjeel Javaid University of Hafr Al Batin, Saudi Arabia
Muhammad Talal Hassan COMSATS University Islamabad, Pakistan
Waseem Raza University of Lahore, Pakistan
Ayesha Hussain COMSATS University Islamabad, Pakistan
Umar Qasim University of Alberta, Canada
Nadeem Javaid COMSATS University Islamabad, Pakistan
Yasir Javed Higher Colleges of Technology, UAE
Kashif Saleem King Saud University, Saudi Arabia
Hai Wang Saint Mary’s University, Canada

10. Complex Systems, Software Modeling and Analytics

Track Co-chairs

Lech Madeyski Wroclaw University of Science and Technology,
Poland

Bigumiła Hnatkowska Wroclaw University of Science and Technology,
Poland

Yogesh Beeharry University of Mauritius, Mauritius

PC Members

Ilona Bluemke Warsaw University of Technology, Poland
Anna Bobkowska Gdańsk University of Technology, Poland
Anna Derezińska Warsaw University of Technology, Poland
Olek Jarzębowicz Gdańsk University of Technology, Poland
Miroslaw Ochodek Poznań University of Technology, Poland
Michał Śmiałek Warsaw University of Technology, Poland
Anita Walkowiak-Gall Wroclaw University of Science and Technology,

Poland
Zbigniew Huzar Wroclaw University of Science and Technology,

Poland
Robert T. F. Ah King University of Mauritius, Mauritius

xiv Organization



11. Multi-agent Systems, SLA Cloud and Social Computing

Track Co-chairs

Giuseppe Sarnè Mediterranean University of Reggio Calabria,
Italy

Douglas Macedo Federal University of Santa Catarina, Brazil
Takahiro Uchiya Nagoya Institute of Technology, Japan

PC Members

Mario Dantas Federal University of Juiz de Fora, Brazil
Luiz Bona Federal University of Parana, Brazil
Márcio Castro Federal University of Santa Catarina, Brazil
Fabrizio Messina University of Catania, Italy
Hideyuki Takahashi Tohoku University, Japan
Kazuto Sasai Ibaraki University, Japan
Satoru Izumi Tohoku University, Japan
Domenico Rosaci Mediterranean University of Reggio Calabria,

Italy
Lidia Fotia Mediterranean University of Reggio Calabria,

Italy

12. Internet of Everything and Machine Learning

Track Co-chairs

Omid Ameri Sianaki Victoria University, Sydney, Australia
Khandakar Ahmed Victoria University, Australia
Inmaculada Medina Bulo Universidad de Cádiz, Spain

PC Members

Farhad Daneshgar Victoria University, Sydney, Australia
M. Reza Hoseiny F. University of Sydney, Australia
Kamanashis Biswas (KB) Australian Catholic University, Australia
Khaled Kourouche Victoria University, Sydney, Australia
Huai Liu, Lecturer Victoria University, Australia
Mark A. Gregory RMIT University, Australia
Nazmus Nafi Victoria Institute of Technology, Australia
Mashud Rana CSIRO, Australia
Farshid Hajati Victoria University, Sydney, Australia
Ashkan Yousefi Victoria University, Sydney, Australia
Nedal Ababneh Abu Dhabi Polytechnic, Abu Dhabi, UAE
Lorena Gutiérrez-Madroñal University of Cádiz, Spain
Juan Boubeta-Puig University of Cádiz, Spain

Organization xv



Guadalupe Ortiz University of Cádiz, Spain
Alfonso García del Prado University of Cádiz, Spain
Luis Llana Complutense University of Madrid, Spain

CISIS-2021 Reviewers

Adhiatma Ardian
Ali Khan Zahoor
Amato Alba
Amato Flora
Barolli Admir
Barolli Leonard
Bista Bhed
Caballé Santi
Chellappan Sriram
Chen Hsing-Chung
Cui Baojiang
Dantas Mario
De Benedictis Alessandra
Di Martino Beniamino
Dong Hai
Durresi Arjan
Enokido Tomoya
Esposito Antonio
Fachrunnisa Olivia
Ficco Massimo
Fotia Lidia
Fun Li Kin
Funabiki Nobuo
Gotoh Yusuke
Hussain Farookh
Hussain Omar
Javaid Nadeem
Ikeda Makoto
Ishida Tomoyuki
Kikuchi Hiroaki
Koyama Akio

Kryvinska Natalia
Kulla Elis
Lee Kyungroul
Matsuo Keita
Mostarda Leonardo
Ogiela Lidia
Ogiela Marek
Okada Yoshihiro
Palmieri Francesco
Paruchuri Vamsi Krishna
Poniszewska-Maranda Aneta
Rahayu Wenny
Rawat Danda
Saito Takamichi
Sakamoto Shinji
Sato Fumiaki
Scionti Alberto
Sianaki Omid Ameri
Sugawara Shinji
Takizawa Makoto
Taniar David
Terzo Olivier
Uehara Minoru
Venticinque Salvatore
Vitabile Salvatore
Wang Xu An
Woungang Isaac
Xhafa Fatos
Yim Kangbin
Yoshihisa Tomoki

xvi Organization



CISIS-2021 Keynote Talks



Asking AI Why: Explainable Artificial
Intelligence

Jayh (Hyunhee) Park

Myongji University, Yongin, Korea

Abstract. In the early phases of AI adoption, it was okay to not understand what the
model predicts in a certain way, as long as it gives the correct outputs. Explaining
how they work was not the first priority. Now, the focus is turning to build human
interpretable models. In the invited talk, I will explain why explainable AI is
important. Then, I will explain an AI model. Through this invited talk, I will discuss
models such as ensembles and neural networks called black-box models. I will deal
with the following questions.

• Why should we trust your model?
• Why did the model take a certain decision?
• What drives model predictions?
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Coevolution of Semantic and Blockchain
Technologies

Antonio Esposito

University of Campania “Luigi Vanvitelli”, Aversa, Italy

Abstract. Semantic technologies have demonstrated to have the capability to ease
interoperability and portability issues in several application fields such as cloud
computing and the Internet of things (IoT). Indeed, the increase in resource rep-
resentation and the inference capabilities enabled by semantic technologies repre-
sent important components of current distributed software systems, which can rely
on better information interoperability and decision autonomy. However, semantics
alone cannot solve trust and reliability issues that, in many situations, can still arise
within software systems. Blockchain solutions have shown to be effective in this
area, creating data sharing infrastructure where information validation can be done
without the necessity of third-party services. A coevolution and integration of
semantic and blockchain technologies would at the same time enhance data inter-
operability and ensure data trust and provenance, creating undeniable benefits for
distributes software systems. This talk will focus on the current state of the art
regarding the integration of semantic and blockchain technologies, looking at the
state of their coevolution, at the available and still needed solutions.
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Abstract. Due to its promised advantages, Continuous Auditing has become a
research direction in the computer technology-assisted audit field. Unfortu-
nately, auditors usually cannot thoroughly carry out the Continuous Auditing
method because of their lack of Information Technology proficiency and inef-
ficient communication as well as interaction with IT personnel and information
system. Overcoming the “semantic gap” between heterogeneous information
sources to facilitate an understanding of Continuous Auditing concept domain is
a key challenge to support the Continuous Auditing implementation. The pri-
mary aim of this study is to bridge the “Semantic Gap” between auditors and
information system in Continuous Auditing knowledge. It is necessary to nar-
row the semantic gap between high-level concepts employed by the auditor and
low-level feature presentations of the system to create Continuous Auditing
capacity.

Keywords: Continuous auditing � Knowledge representation � Semantic �
Ontology

1 Introduction

The development of existing technology allows companies to publish financial reports
in real-time; even the publication of the report can be done continuously throughout the
accounting period [1]. As a result, auditing tasks are becoming more difficult as
auditors must understand the relationship between a perturbation in an accounting
system and its effects, which can be highly indirect because accounting system is
becoming more complex [2]. Eventually, computer and information technology will
continue to evolve and foster an improved audit process.

Related to the technology utilization in audit performance, Continuous Auditing is
one of the emerging methodologies systems in the auditing process that has gained
popularity [3]. This concept was first proposed by Groomer and Murphy in 1989 [4]
and Vasarhelyi et al. in 1991 [5]. Ever since, researchers, auditors and software
developers have given a great deal of attention to Continuous Auditing implementa-
tions. Numbers of studies have provided designs and models for CA [6–12].

Due to its promised advantages, Continuous Auditing has become a research
direction in the computer technology-assisted audit field. Conventional auditing is
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generally focused on paper-based annual financial statement, while this condition is no
longer relevant since financial information now can be provided in electronic invoices
using blockchain infrastructure [13]. Continuous Auditing and Continuous Monitoring
systems are likely to become particularly relevant in this technology era, transforming
audit practice from time-consuming manual paper-based audit procedures into a real-
time audit process. In this condition a statistical relationships between different busi-
ness elements and processes may be monitored continuously in a real-time process to
detect irregular events [14].

Research in Continuous Auditing [15] has increased rapidly in recent times both in
internal auditing and external auditing as it allows accountants to produce timely
information through continuous monitoring and continuous control. Although the
approaches of the existing models differ slightly from each other, they all aim to
produce outcomes as close as possible to real-time. However, auditors usually cannot
thoroughly carry out the Continuous Auditing method due to their lack of information
about Continuous Auditing [16]. Moreover, according to [17] most auditors who are
not equipped with IT backgrounds have a great degree of difficulty in integrating
computer-aided auditing system with their professional knowledge in auditing. This
limitation greatly impairs the auditors’ ability to independently and continuously
perform tests in the CA environment. As a response to the increasing demand for
timely and ongoing assurance over the effectiveness of risk management and control
system, companies are moving toward a more automated control environment through
the implementation of Continuous Auditing (CA) modules [18].

2 Continuous Auditing (CA)

Continuous Auditing (CA) is the development of a standard audit that currently applies
in the business world. Typically, a financial audit process is performed manually or
supported by technology after the company has finished preparing its annual financial
statement [19]. However, technology developments have led auditors to consider
conducting the financial audit process using Continuous Auditing.

Continuous Auditing is defined as.

“A methodology that enables the auditor to provide assurance on the subject matter simulta-
neously with, or very shortly after, the occurrence of events underlying the subject matter
(CICA and AICPA).”

There are two opinions about how to implement Continuous Auditing. Kogan
believes that Continuous Auditing can be feasible only if implemented as a fully
automated process [20]. On the other hand, Chan and Vasarhelyi [17] argue that the
automation of all traditional audit procedures may not be immediately feasible. In fact,
some audit procedures requiring complex judgment and professional skepticism will
still require manual performance by the auditors in the Continuous Auditing envi-
ronment [5]. For instance, auditor’s justification to determine the level of professional
materiality in the risk assessment procedure. Besides, the automation in Continuous
Auditing implementations do not require since Continuous Auditing is about per-
forming testing on a recurring basis to ensure the viability of control effectiveness [21].
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Therefore, the implementation of Continuous Auditing may not be separated entirely
from manual audit procedures. Some previous studies have provided evidence of the
importance of Continuous Auditing; however, we acknowledge that the traditional
annual audit currently still dominates the audit market in Certified Public Accountants
[15] firms. In the meantime, auditors should recognize that Continuous Auditing
methodology on some audit tasks is currently possible and can significantly contribute
to the financial statements audit activity (Fig. 1).

3 Lack of Formal Framework for Continuous Auditing

The notion of Continuous Auditing was proposed many years later, and current IT
developments have made it possible for Continuous Auditing to be implemented. The
concept of Continuous Auditing, its architecture, as well as its implementation theory
have been extensively documented in various electronic journals and information.
Also, the notion of Continuous Auditing was proposed many years later, and current IT
developments have made it possible for Continuous Auditing to be implemented. As
the use of information systems is getting more popular in organizations, the technology
utilization in the audit performance gains more attention as well. However, most
auditors who are not equipped with IT backgrounds have varying degrees of difficulty
in integrating computer-aided auditing system with their professional knowledge in
auditing [22]. The limitation due to the gap between IT backgrounds and professional
expertise has affected the auditor's ability to perform audit tasks in the CA environment.
Auditors have to provide a valid understanding of system procedures as well as AIS
specific and programming skills [23].

In today’s digital era, auditor should understand the intrinsic semantics of
technology-assisted audit process such as the Continuous Auditing method, not only
how to get a direct access to client’s database and files. However, auditors usually
cannot thoroughly carry out Continuous Auditing because of their lack of IT profi-
ciency and inefficient communication and interaction with IT personnel and informa-
tion system [24]. Techniques for preserving and sharing of information of CA

Fig. 1. Architecture of continuous auditing.
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implementation could face this challenge [23]. Therefore, overcoming the “semantic
gap” between heterogeneous information sources to facilitate an understanding of
Continuous Auditing concept domain is a key challenge to support the Continuous
Auditing implementation. This may be done by developing tools that, using the latest
software technology, are able to manage large complex models and have the necessary
knowledge built-in [25].

The “Semantic Gap” can be defined as:

“the large disparity between the low-level features or content descriptors that can be computed
automatically by current machines and algorithms, and the richness and subjectivity of
semantics in user queries and high-level interpretations of auditing program [24]”

To address the semantic gap in the Continuous Auditing concept, we propose to
represent the Continuous Auditing knowledge semantically. The current development
of audit software suffers from a semantic gap between the business (audit) level and the
IT system level [25]. It needs a deep understanding of Continuous Auditing itself to
create a useful semantic representation of the Continuous Auditing concept. Moreover,
since Continuous Auditing uses the same set of data elements defined in a standard
taxonomy, semantic heterogeneity becomes a problem in the context of exchanging,
sharing and integrating data. Semantic heterogeneity is a general term referring to
disagreement about the meaning, interpretation or intended use of the same, or related
data [26]. An example of semantic heterogeneity is the use of synonyms, such as
employees or staff, which are used to refer to the same concept in different information
systems.

According to Chen et al. [24], it is necessary to narrow the semantic gap between
high-level concepts employed by the auditor and low-level feature presentations of the
system in order to create Continuous Auditing capacity. Moreover, some information
systems conceptual models have been proven to be able to bridge between end-users
and the information system since they provide richer semantic to assist auditors
understanding the business processing capabilities of information systems [24].

4 Solution Overview

The semantics of Continuous Auditing information are usually implicitly described in
auditing literature but not explicitly well stated. Moreover, the knowledge of Contin-
uous Auditing is often difficult to understand among accountants. This is due to the fact
that most Continuous Auditing studies and literature often contain a full of techno-
logical terms with many synonymous and acronyms which refer to the same concept.
Although accountants are expected to be familiar with essential Continuous Auditing
concepts, the inconsistent representation of terms can sometimes present difficulties in
the retrieval and integration of information.

The existing studies of Continuous Auditing can be divided into two large research
groups investigating different aspects. The first group is those from accounting domain
expert who focuses on the development concept, principle and element of Continuous
Auditing. While the other research group of Continuous Auditing is those from
accounting, computer and information system domain expert, who focus on the
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technical implementation and architecture of Continuous Auditing. Due to the varia-
tions of the Continuous Auditing studies, it is difficult for auditors to get an under-
standing of Continuous Auditing implementation. A framework for Continuous
Auditing knowledge representation is particularly important to provide unambiguous
references to domain concepts.

5 Choice of Knowledge Representation Approach

There are several approaches to knowledge representation in accounting and auditing
that can be used to represent accounting or auditing knowledge such as; Glossary of
terms, PROLOG language, and Ontology [27].
Glossary of Terms
According to Wikipedia, a glossary, also known as a vocabulary, is an alphabetical list
of terms in particular domain of knowledge with the definitions for those terms.
However, a pure glossary of terms does not provide taxonomies or any kind of relations
between different concept except synonyms and acronyms. Without taxonomies and
relations, it is impossible to determine or even infer anything from the concepts pro-
vided [28]. Therefore, we cannot rely on this method to assist our research goal to
represent the knowledge of Continuous Auditing.
PROLOG Language
The PROLOG programming language was explicitly developed for problems of arti-
ficial intelligence and can be used to represent many accounting knowledge, including
procedural [29] knowledge [30]. However, the Prolog language would not assist us in
achieving our goal here as Continuous Auditing defines some audit procedures that are
not decidable and that involves auditor’s professional judgement. The determination
depends on the nature and extent of misstatements identified in previous audits and thus
the auditor’s expectations in terms of misstatements in the current period. This kind of
definition cannot be described using Prolog as this assumes anything it cannot prove is
false. Therefore, in Prolog programming language we must define a set of predicates
where each predicate has its own clauses, and the clauses have to represent facts and
rules that make the predicate to be true.
Ontology
Ontology is “a formal shared, explicit, but the partial specification of the commonly
agreed upon intended meaning of a “conceptualization” [31]. Using an ontology, we
can share knowledge with others who have similar needs for knowledge representation
in that domain, thereby eliminating the need to replicate the knowledge analysis pro-
cess [32]. According to Teller [33] ontology is a very powerful for representing the
knowledge of a domain with concepts and relations between these concepts. These
facts make ontology a good get to our requirement of representing knowledge.
Therefore, we believe that developing a Continuous Auditing Ontology [34] could
overcome the “semantic gap” issues in Continuous Auditing domain knowledge.
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6 Knowledge Representation Technique in Accounting
and Auditing domain knowledge

Some studies have provided the need for an ontology approach in accounting and
auditing domain knowledge. Building an accounting ontology is a necessary first step
in creating an organizational accounting repository that will allow storing domain
knowledge and dissemination since new concepts in accounting quickly appear and
develop [35]. Ontology, as knowledge representation technique, is the most appropriate
to provide the semantic structures necessary at context information that will allow it to
gather, manage and storage it efficiently in the CAS and applications [36].

Applications of ontologies are becoming particularly prevalent in Finance research
domain including accounting and auditing science as more scholars are starting to
adopt ontologies to model the accounting and auditing research domain. For instance,
represent the whole knowledge of the accounting domain, [33] build an ontology of
accounting notions. An enterprise ontology provided by [37], facilitates communica-
tion between partners in business and improves the organization’s system engineering
processes and creates interoperability between enterprise systems. Moreover, [38] have
suggested auditor task ontology and audit application ontology in their agent-based
architecture to explore the idea of collaborative continuous auditing. The proposed
architecture is aimed to support the accepted auditing procedure with a spot focus on
CA [38]. Beside, [39] presents the application and benefits of using an expressive,
logic-based ontology for representing knowledge in a financial audit system.

In a financial audit domain, the use of ontology to represent audit knowledge have
provided by [39] and [40]. Akinyemi and Ehikioya provided a financial audit ontology
for the commercial sector designed with PoweloomTM, a description logic of financial
audit based on knowledge representation system [39]. While, a conceptual system
architecture for Continuous Process Auditing (CPA) based on domain ontologies, audit
rules, knowledge learning techniques and audit report recommendation procedures
have provided by [40]. These existing accounting and auditing ontologies show that
ontologies became a common thing on finance research including accounting and
auditing domain knowledge. Building an ontology for accounting as well as auditing
domain will support knowledge management in that research domain as they promote
knowledge sharing and reuse.

7 Methodology for Continuous Auditing Ontology
Development

In order to address the “semantic gap” issues in Continuous Auditing domain
knowledge, we have proposed Continuous Auditing Ontology [34], a formal frame-
work for the description, organization and classification of Continuous Auditing [34].
There are some ontology development that can be used including: Knowledge Engi-
neering Methodlogy, Uschold & King Methodlogy, TOVE Methodology, DOGMA
Methodology, METHONTOLOGY, OnToknowledge, DILGENT Methodology,
KACTUS Methodology, TERMINAE and SENSUS Methodology [41, 42].
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Following an analysis of ontology development methodologies, Galliers concludes
that none of the methodologies is fully mature against the IEEE standard in software
developing [43]. However, Galliers believes that METHONTOLOGY is the most
mature method with additional recommendations by the FIPA (Foundation for Intel-
ligent Physical Agents) for the pre-development processes and certain activities and
techniques should be specified in more detail [43]. The METHONTOLOGY approach
allows us to design the ontology in an implementation independent way, thus allowing
one choose the most appropriate and perhaps standardized language or most widely
accepted language According to [27]. In addition, a survey to compare ontology
development methodologies between 2015–2020 reveals a conclusion that TERMI-
NAE and METHONTOLOGY are the appropriate methodologies for designing
domain ontologies [42].

Using METHONTOLOGY approach as the methodology to develop CAO, the
Continuous Auditing Ontology development covers four broad processes which are:
Specifications, conceptualization, formalization and evaluation. Figure 2 below shows
the view of the methodology for Continuous Auditing Ontology development.

In the specification phase, the domain and the scope of the ontology are identified.
What we need to do in the first step to developing an Ontology is to identify the key
objective, followed by the purpose of the ontology [44]. This step then followed by
extracting Continuous Auditing domain concepts by conducting a peer-review for
journal articles, textbooks, and conference proceedings concerning Continuous
Auditing. The formulation of the competency questions, as the last stage in the

Fig. 2. Schematic view of the methodology for continuous auditing (Adopted from [44])
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specification phase, supports the iterative of knowledge acquisition and also serves as a
validation technique for the correctness and consistency of the Ontology [44]. Com-
petency questions in the ontology are targets for what an ontology should be able to
answer, given sufficient facts.

According to Jinsoo Park, the objective of the conceptualization activity is to
organize and structure the knowledge acquired from the external representations that
are independent of the knowledge representation and implementation [45]. Starting
with converting informal data into semi-formal specification, this conceptualization
stage use a set of intermediate representations based on tabular and graph notations
provided by METHONTOLOGY. These IRs (i.e., concepts, attributes, relations,
axioms, and rules) are valuable because they are easily understood by both domain
experts and ontology developers [45].

To formalize the conceptual model of Continuous Auditing for Supreme Audit
Institutions, we need to implement the concept using ontology language and its cor-
responding tool. Formalization refers to the translation of the conceptualized knowl-
edge into a machine-readable and formal language [44]. We suggest Protégé as a tool
for developing the Continuous Auditing Ontology. To implement the conceptual
framework of CAO, Protégé is ideal due to its rapid prototyping features and its ability
to export into commonly used languages such as RDF, XML Schema, and OWL.

Once the proper CAO has been developed, in the final phase we need to check its
consistency, completeness, and conciseness to verify its constructs and validate its
functions. The first step of the evaluation phase involved testing the complete Con-
tinuous Auditing Ontology against the competency questions that provided at the initial
specification stage of CAO development. This was carried out in order to check that the
model has successfully represented relationships in the initial documents or definitions.
How well does the model perform when it is faced with information that is not
explicitly in the scope of its design? I.e., What inferences can we draw from it? For this
purpose, a case analysis evaluation is suggested using a sample of Continuous Auditing
implementation. Case study research is accepted as a viable research strategy within the
Information System research community [46]. Case study research is most likely to be
appropriate to address “how” and “why” questions because these deal with operational
links needing to be traced over time, rather than merely frequencies of incidence [47].

8 Conclusion

Technological challenges of CA implementation occur since the tool set of the audit
practice should include various aspects of information and web technology to design
and conducting CA practice [48]. In the semantic knowledge representation, ontologies
have proven to be an essential element in many applications [49]. In general, ontology
is used in artificial intelligence (AI) and for knowledge representation. Building a
Continuous Auditing Ontology can provide a knowledge representation for Continuous
Auditing domain to bridge the semantic gap between heterogeneous information
sources to facilitate an understanding of Continuous Auditing concept domain.

Bridging the Semantic Gap in Continuous Auditing 551



References

1. Dai, J., Vasarhelyi, M.A.: Toward blockchain-based accounting and assurance. J. Inf. Syst.
31(3), 5–21 (2017)

2. Hamscher, W.: Modeling accounting systems to support multiple tasks: a progress report. In:
AAAI (1992)

3. Rezaee, Z., et al.: Continuous auditing: building automated auditing capability1. In:
Continuous Auditing. Emerald Publishing Limited (2018)

4. Groomer, S.M., Murthy, U.S.: Continuous auditing of database applications: an embedded
audit module approach. J. Inf. Syst. 3(2), 53–71 (1989)

5. Vasarhelyi, M.A., Halper, F.B.: The continuous audit of online systems. Auditing 10(1),
110–127 (1991)

6. Chan, D.Y., Chiu, V., Vasarhelyi, M.A.: Continuous Auditing: Theory and Application.
Emerald Publishing Limited, Bingley (2018)

7. Chen, W., Zhang, J.-C., Jiang, Y.-Q.: One continuous auditing practice in china: data-
oriented online auditing (DOOA). In: Wang, W., Li, Y., Duan, Z., Yan, L., Li, H., Yang, X.
(eds.) I3E 2007. IIFIP, vol. 252, pp. 521–528. Springer, Boston, MA (2007). https://doi.org/
10.1007/978-0-387-75494-9_63

8. Alles, M.G., Kogan, A., Vasarhelyi, A.M.: Putting continuous auditing theory into practice:
lessons from two pilot implementations. J. Inf. Syst. 22(2), 195–214 (2008)

9. Chien-Ho, W., et al.: On an agent-based architecture for collaborative continuous auditing.
In: 12th International Conference on Computer Supported Cooperative Work in Design,
2008. CSCWD 2008 (2008)

10. El-Hussein, E.E.-M., Jacqueline, L.R.: Continuous online auditing as a response to the
Sarbanes-Oxley Act. Manag. Audit. J. 23(8), 779–802 (2008)

11. Chi-Chun, C., Chang, C.J.: Continuous auditing for web-released financial information. Rev.
Acc. Financ. 9(1), 4–32 (2010)

12. Kuhn, J.R., Sutton, S.G.: Continuous auditing in ERP system environments: the current state
and future directions. J. Inf. Syst. 24(1), 91–112 (2010)

13. Michael, M., Mike, S.: Sharing Ledgers for Sharing Economies: An Exploration of Mutual
Distributed Ledgers (aka Blockchain Technology), E.Y. (2015)

14. Baksa, R.: Continuous Auditing as a Foundation for Real Time Decision Support:
Implementation Challenges and Successes Supporting Real Time Decision-Making. vol. 13,
p. 237 (2010)

15. AICPA and CICA: Generally Accepted Privacy Principles (2009). www.aicpa.org
16. Kiesow, A., Schomaker, T., Thomas, O.: Transferring continuous auditing to the digital age-

the knowledge base after three decades of research. In: ECIS 2016 Proceedings (2016)
17. Chan, D.Y., Vasarhelyi, A.M.: Innovation and practice of continuous auditing. Int.

J. Account. Inf. Syst. 12(2), 152–160 (2011)
18. Malaescu, I., Sutton, S.G.: The reliance of external auditors on internal audit’s use of

continuous audit. J. Inf. Syst. 29(1), 95–114 (2015)
19. Chien-Chih, Y., Hung-Chao, Y., Chi-Chun, C.: The impacts of electronic commerce on

auditing practices: an auditing process model for evidence collection and validation. Int.
J. Intell. Syst. Account. Finance Manage. 9(3), 195–216 (2000)

20. Kogan, A.: Continuous online auditing: a program of research. J. Inf. Syst. 13(2), 87–103
(1999)

21. Mainardi, R.L.: Harnessing the Power of Continuous Auditing: Developing and Imple-
menting a Practical Methodology. John Wiley & Sons Inc., Canada (2011)

552 S. Sulistyowati et al.

https://doi.org/10.1007/978-0-387-75494-9_63
https://doi.org/10.1007/978-0-387-75494-9_63
http://www.aicpa.org


22. Eulerich, M., Georgi, C., Schmidt, A.: Continuous auditing and risk-based audit planning—
an empirical analysis. J. Emerg. Technol. Account. 17(2), 141–155 (2020)

23. Cao, M., Chychyla, R., Stewart, T.: Big Data analytics in financial statement audits.
Account. Horiz. 29(2), 423–429 (2015)

24. Chen, H.-H., et al.: The development and performance evaluation of a continuous auditing
assistance system. Int. J. Electr. Finance 1(4), 460–472 (2007)

25. Weigand, H., Elsas, P.: Model-based auditing using REA. Int. J. Account. Inf. Syst. 13(3),
287–310 (2012)

26. Xu, Z., Lee, Y.: Semantic heterogeneity of geodata. Int. Arch. Photogram. Remote Sens.
Spatial Inf. Sci. 34(4), 216–224 (2002)

27. Hecker, M.: A generic privacy ontology and its applications to different domains. In: DEBII,
p. 174. Curtin University, Perth (2009)

28. Hecker, M.: Privacy ontology support for E-commerce. IEEE Internet Comput. 12(2), 54–61
(2008)

29. Brusa, G., Caliusco, M.L., Chotti, O.: A process for building domain ontology: an
experience in developing a government budgetary ontology. In: Australian Ontology
Workshop, pp. 7–15. Australian Computer Society Inc, Hobart, Australia (2006)

30. Patrut, B.: Accounting knowledge representation in PROLOG language. BRAND. Broad
Res. Account. Negotiation Distrib. 1(1), 11–18 (2010)

31. Garcia, D., et al.: Towards a base ontology for privacy protection in service-oriented
architecture. In: 2009 IEEE International Conference on Service-Oriented Computing and
Applications (SOCA) (2009)

32. Chandrasekaran, B., Josephson, J.R., Benjamins, V.R.: What are ontologies, and why do we
need them? Intell. Syst. Appl. IEEE 14(1), 20–26 (1999)

33. Teller, P.: The use of a formal representation of accounting standards. Int. J. Comput. Sci.
Appl. 5(3b), 93–116 (2008)

34. Min, C., Chychyla, R., Stewart, T.: Big data analytics in financial statement audits. Account.
Horiz. 29(2), 423–429 (2015)

35. Aparaschivei, F.: The importance of an accounting ontology. Econ. Inf. 1(4), 5–10 (2007)
36. Gyrard, A., Serrano, M., Atemezing, G.A.: Semantic web methodologies, best practices and

ontology engineering applied to Internet of Things. In: 2015 IEEE 2nd World Forum on
Internet of Things (WF-IoT). IEEE (2015)

37. Lupaşc, A., Lupaşc, I., Negoescu, G.: The role of ontologies for designing accounting
information systems. Econ. Appl. Inf. 1(1), 101–108 (2010)

38. Chien-Ho, W., et al.: On an agent-based architecture for collaborative continuous auditing.
In: Computer Supported Cooperative Work in Design, 2008. CSCWD 2008 (2008)

39. Akinyemi, J.A. Ehikioya, S.A.: An ontology and knowledge representation of financial audit
system. In: IASTED International Conference. Acta Press, Virgin Islands, USA (2004)

40. Subhani, N. and R.D. Kent. Continuous process auditing (CPA): an audit rule ontology
based approach to audit-as-a-service. in Systems Conference (SysCon). 2015 9th
Annual IEEE International. IEEE (2015)

41. Gómez-Pérez, A., Fernández-López, M., Corcho, O.: Ontological engineering: with
examples from the areas of knowledge management, e-commerce and the semantic Web
In: Wu, X., Ain, L.J. (eds.) Springer, London (2004). https://doi.org/10.1007/b97353

42. Sattar, A., et al.: Comparative Analysis of Methodologies for Domain Ontology
Development: A Systematic Review (2020)

43. Galliers, R.: Choosing Information system Research Approaches: Issues, Method, adn
Practical Guideline. Blackwell Scientific (1992)

44. Kohn, M.M.: Lipoprotein ontology: a formal representation of Lipoproteins. In: Curtin
University, School of Information Systems (2013)

Bridging the Semantic Gap in Continuous Auditing 553

https://doi.org/10.1007/b97353


45. Jinsoo, P., Kimoon, S., Sewon, M.: Developing graduation screen ontology based on the
methontology approach. In: Fourth International Conference on Networked Computing and
Advanced Information Management, 2008. NCM‘08 (2008)

46. Klein, H.: A set of principles for conducting and evaluating interpretive field studies in
information systems. Manag. Inf. Syst. Q. 23(1), 67–84 (1999)

47. Dubé, L., Paré, G.: Case Research Information System: Current Practice, Trends, and
Recommendations. Cahier du GReSI, pp. 01–02 (2001)

48. Chen, S.: Continuous auditing: risk, challenges and opportunities. Int. J. Appl. Manage.
Technol. 1(1), 77–86 (2003)

49. Corcho, O., Fernandez-Lopez, M., Gomez-Perez, A.: Ontological engineering: what are
ontologies and how can we build them? (2007)

554 S. Sulistyowati et al.


	Welcome Message of CISIS-2021 International Conference Organizers
	Organization
	CISIS-2021 Organizing Committee
	Honorary Co-chairs
	General Co-chairs
	Program Committee Co-chairs
	International Advisory Board
	Award Co-chairs
	International Liaison Co-chairs
	Publicity Co-chairs
	Finance Chair
	Local Arrangement Co-chairs
	Web Administrator Chairs
	Steering Committee Chair
	Track Areas and PC Members
	1. Database and Data Mining Applications
	Sec101
	Sec102
	2. Artificial Intelligence and Bio-inspired Computing
	Sec104
	Sec105
	3. Multimedia Systems and Virtual Reality
	Sec106
	Sec161
	4. Next Generation Wireless Networks
	Sec107
	Sec108
	5. Semantic Web and Web Services
	Sec109
	Sec110
	6. Security and Trusted Computing
	Sec112
	Sec113
	7. HPC and Cloud Computing Services and Orchestration Tools
	Sec116
	Sec1177
	8. Parallel, Distributed and Multicore Computing
	Sec119
	Sec1200
	Sec1700
	Sec121
	Sec122
	10. Complex Systems, Software Modeling and Analytics
	Sec125
	Sec126
	11. Multi-agent Systems, SLA Cloud and Social Computing
	Sec131
	Sec138
	12. Internet of Everything and Machine Learning
	Sec141
	Sec142
	CISIS-2021 Reviewers
	CISIS-2021 Keynote Talks

	Asking AI Why: Explainable Artificial Intelligence
	Coevolution of Semantic and Blockchain Technologies
	Contents
	Building Social Relationship Skill in Digital Work Design
	Abstract
	1 Introduction
	2 Literature Review and Hypothesis Development
	2.1 Digital Work Design and Digital Mediated Communication
	2.2 Digital Mediated Communication on Communication Skill, Relationship Quality and Empathy
	2.3 Mediation Role of Digital Mediated Communication

	3 Method
	4 Result and Discussion
	5 Conclusion, Implication and Future Research
	References

	Bridging the Semantic Gap in Continuous Auditing Knowledge Representation
	Abstract
	1 Introduction
	2 Continuous Auditing (CA)
	3 Lack of Formal Framework for Continuous Auditing
	4 Solution Overview
	5 Choice of Knowledge Representation Approach
	6 Knowledge Representation Technique in Accounting and Auditing domain knowledge
	7 Methodology for Continuous Auditing Ontology Development
	8 Conclusion
	References


